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DE CUONG TVTON HOC

AN TOAN THONG TIN TRONG KINH DOANH

A. THONG TrN cHUNG vt rvr0N Hec
1. TON M6N hgC (ti6Ng ViEO :AN TOAN THONG TIN TRONG KINH

DOANH

2. TOn m6n hgc (ti6ng Anh) : INFORMATION SECURITY FoR BUSINESS

3. Mn sii m6n hgc : DAT730

4. Trinh iIQ tliro t4o : D4i hgc

5. Nginh tliro t4o 5p dgng : Cic ngAnh iliro t4o bfc il4i hgc

6. Sii tin chi : 03

7. Phin b6 thcri gian : 150 gid
.i- 'l'ruc tiOp : 45 gio

o Li'thuY€t 
" 

45 gid

o Thuc hdnh : 0 gid

- Tryc tuy6n : kh6ng vuqt quri 30% 6ng thoi gian gi6ng d4y cria

m6n hoc.

- Tg hoc, tu nghiCn criu : 105 gio

- Khric (ghi ce th6) : 0 gio

8. Khoa quin lf m6n hgc : BQ m6n To6n Kinh t6

9. M6n hgc trufc : HQ quin tri co sO dii tiQu

10. MA te m6n hgc

An toin th6ng tin trong kinh doanh ld m6n hgc thuQc t<trOi t<i6n thric ngdnh. M6n

hgc gi6i thiQu t6ng quan vd an todn b6o mdt, c5c thenh phAn, nguy€n tic, cfrng nhu ciic

v6n d€ v0 hacker, virus, thi6n tai...; gi6i thi€u hQ th6ng ph6t hiQn tAn c6ng; c6c nguy€n

ly, phucrng phSp ctng nhu m6 hinh, ky thuat m5 h6a; phdn tich rui ro vd lQp k6 hoach

phr,rc h6i hQ th6ng khi c6 sU c6.

11. Mgc ti6u vi chu6n tIAu ra cia m6n hgc
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Ky hiQu mgc

tiOu (COx)
M6 tf, mgc ti6u

NQi dung CDR CTDT

phin b6 cho m6n hgc

Ky hiQu CDR

CTDT (PLOn)

(a) (b) (d) (e)

co1

Hi€u t6ng quan vd an todn

b6o mflt, c5c thdnh phAn,

^ .3nguy€n t[c. cflng nhu cdc

v5n dC vC hacker, virus,

thi6n tai...

C6 ki6n thric co bin vC

khoa hqc tU nhi€n,

khoa hgc xd hQi, chinh

trf vd ph6p luat il6 van

dUng vdo nhirng v5'n d€

^Acu6c s6ng vir trong c6c

hopt dQng ngh6 nghiQp.

PLOl

co2

girit, hitlu vd v6n dung hQ

th6ng ph6t hiQn t6n c6ng;

cdc nguy6n ly, phuorg

ph6p ctng nhu mO hinh, k!
thuOt md h6a;

C6 kha ndng vfln dung

thdnh thpo kitln thric
l ,

nen tang va cnuyen sau

dC giai quytit cdc vdn
-).oe cnuyen mon

PLO6

co3

Nim dugc quy trinh ph6n

tich rui ro vd lflp kti ho4ch

phpc h6i hQ thdng khi c6 sp

co.

C6 kha ndng thfch ring

vcii c6c xu huong thay

d6i trong linh vgc

chuyOn m6n, nghA

nghiQp.

PLO8

11.1. Mltc fiAu crta mdn hgc (COx)

11.2. ChuAn ifiu ra cfia mfin hpc (CDR MH) vd srg iilfing gtip vdo chudn ddu ra crta

chwong trinh itdo tgo (CDR CTDT)

Kf hiQu

CDRMH

(cLoi)
NQi dung CER MH

Mrfrc tIQ theo

thang do

Dfp frng

mgc ti6u

mdn hgc

(Cox)

Ky hiQu

CDR

CTDT

(PLon)

(a) (b) (c) (d) (e)

CLOl Hi6u c5c kh6i niQm t6ng quan
).

v0 an todn b6o mdt, ciic rui ro

ti6m tdng li6n quan d6n an

todn b6o mflt th6ng tin, hitiu

mQt vdi c5u hinh hp tAng, vd

v4n hdnh tlugc c6c thi6t bi co

aJ col PLOI
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bAn

CLOZ V4n dr,rng dugc cilc phucrng

phrlp nh{n d?ng, ki€m tra
th6ng tin trong m4ng; Hii5u
.l , i
t6ng quan ciic m6i de dqa ddi

v6i h- th6ng mAng; gi6t va

hi6u dugc c6c b6o mflt vQt ly

ki€m so6t truy c4p.

4 cC2 PLO6

CLO3 VQn dpng dugc c6c phuong

ph6p mI h6a; Bitit tlugc tinh

ph6p li miry tinh, b6o vQ

chimg cf, thu th4p chring cri;

4 co3 PLO8

11.3. Ma trQn t{ch hqp gitra CDR MH (CLO\), CDR CTDT (PLOu) vd Cht sO ddnh

gid kA qud thryc hiQn (PIn.k):

PLOl PLO6 PLO8

PII.1 PTI.2 PI6.1 Pt6.2 PI8.1 PI8.2

CLOl J aJ

CLO2 4 4

CLO3 4 4

12. Phuong phip vir hinh thrfrc d3y vi hgc

12.1. Phuong phtip dgy vd hgc:

Nhim girip sinh vi6n t14t tlugc c6c mpc ti6u vd chudn dAu ra cria mdn hgc, ciic chitin

lugc vd phuong phrip giang day ilugc rip dgng cp thi5 nhu sau:

. Phuong ph6p Thuy6t giang (Lecture): Giing vi€n trinh bdy tdi liQu vi giiri dirp
, ,,. !

c6c thlc mdc cria hoc vi6n.

. Phucmg phSp Bdi giang tuong t6c (Interactive lecture): Thuyi5t giang trong d6 c6

quang thli gian nghi khoang tt hai d6n mudi l6m phrit tI6 cho sinh vi6n thgc

hiQn c6c ho4t dQng hgc tfp (ch5ng h4n nhu: tri ldi c6c cdu h6i tr6c nghiQm

nhi6u lua cho.n, gi6i quyiit vlin dC, bdi tap so khdp vd <ti€n vdo ch6 tr6ng trong

tap ghi chfi bdi giang, v6n Aap vC mOt trudng hqp diCn hinh nh6, bdi tap chia sd

suy nghitheo cflp ho{c th6o luan nh6m nh6) cri sau 12 d}n20 phrit.

\
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. Phuong ph5p 6n luyQn (Recitation): Hgc sinh tri ldi c6c cdu h6i vC t<i6n thric vd

- ..:.
doc nleu.

. Phucrng phSp Th6o lufln c6 tlinh hucrng (Directed discussion): Th6o lufln trong

l6p theo mQt b0 cdu h6i it nhiAu c6 tinh tr4t ty md gi6ng vi6n dpt ra d6 ddn dht

hgc sinh di5n nhftng nhpn thric hopc k6t lufln nh6t dinh hoflc dC girip h9 dat dugc

mQt ktit qu6 hsc tap cs thO.

. Phucrng ph6p giing dpy th6ng qua Ldm viQc/hgc t4p theo nh6m (Group

work/learning): ngudi hgc thUc hiQn hopt dQng hqc tflp ho{c tpo ra mdt s6n

phAm theo nh6m nh6 tt hai d6n s6u ngudi trong ho{c ngodi 16p hoc, dudi stl
,x A

hucmg ddn cdn thQn cria gi6ng vi6n.

12.2. Ifinh thrbc dqy vd hgc:

Gi6ng vi6n c6 th€ chir tlQng lga chgn hinh thric gi6ng dpy ld giing day tryc ti{ip cho

todn bQ thoi gian cria m6n hgc ho{c lga chgn hinh thric gi6ng dpy tryc tuy6n tiSt frq'p

tryc ti6p, nhmg phii tl6m b6o tdng thoi gian gi6ng d4y tryc tuy6n kh6ng vugt qu6

30% thdi gian gi6ng d4y cria c6 m6n hoc.

13. Quy tlinh cria m6n hgc

Sinh vi6n tudn thri nghiCm tric c6c nQi quy vd quy ilinh cria Khoa vd Trudng.

Dgc vd nghiCn cr?u c6c tdi liQu bdi gi6ng tru6c khi 16n l6p.

ChAp hdnh nghiCm tric nQi quy phong m5y.

Thpc hiQn dAy dri c6c bdi tQp thgc hdnh dugc giao.

Tham dg ctAy dri c6c bu6i hgc tr6n 16p vd cilc bu6i thgc hdnh do gi6ng vi€n tr.uc

titip hucrng d6n.

Tg tim hii5u th0m th6ng tin tr6n m?ng Intemet vd c6c ki6n thric 1i6n quan d6n

m6n hgc.

Tham gia dAy dri vd tich cyc c6c ho4t tlQng trong qu6 trinh hqc t?p.

OOi vOi U6t ty sg gian l4n ndo trong qu6 trinh ldm bdi tpp hay bai thi, sinh vi€n

phii chiu mqi hinh thric kf luQt theo quy dinh cta Trudrng vn bi 0 tli€m cho nQi

dung d6.
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14. Tni UQu hqc t?p

14.1. Tdi liQu biit buQc

[1] Joel Scambray, Stuart Mcclure, George K:urtz, (2012). Hacking Exposed: Network

Security Secrets & Solutions 7th, McGraw Hill.

14.2. Tdi liQu tham khdo

[2] Kim, D., & Solomon, M. G., ( 2016). Fundamentals of information systems

security: Print bundle. Jones & Bartlett Learning.

t3l Chapple, Mike, (2021). (ISC)'z CISSP certified information systems security

professional: official study guide, Ninth edition. - Hoboken : Sybex.

B. PHTIONG rHUc oANn crA vrON Hec

1. Co c6u phucrng thfc d6nh gi6 m6n hg. '

2. Phuong ph6p vi cdng cg tl6nh gi6 3

2.1. D6nh gi6 qui trinh

z.l.l.Dinh gi6 tinh chuy6n cAn

- D6nh gi6 Lz

a. Hinh thric rl6nh gi6 di€m danh.

b. Thoi di6m, cichthric thyc hien bdi d6nh giri: ngdu nhi\n trong cdc buiii hoc.

c. Ty trgng: 70%

d. NOi dung, k6t c6u bdi rl6nh gi6: ddnh gid sw hi€n dien cua sinh viAn.

e. Rubric d6nh gi6:

I I(hoa/BQ m6n php tr6ch hgc phan can th6ng nh6t quy tllnh vA s6 luqng bai d6nh gi6 trong m5i phuong thfc
d5nh gi5. Yi dt1: 1.2, Ddnh giti qud trinh I : 02 bdi.

'? M6i bai d6nh gi5 chi nen drip ung cho mQt CDR m6n hoc (ngoai tni bdi tLffi gi6 cuOi ty); rubric cria m6i Uai

d6nh gi6 d€u phii tn6 frien (c6c) CDR m6n hgc md bdi tlanh gi6 i16 tl6m nhQn.
3 Xay dqmg rubric d6nh gi6 <li kdm theo ttmg bai denh gi6 (tham kh6o hudng dIn xdy dlrng rubric tlffi kdm)

5

Lo4i hinh

tl6nh gi{
Phuong phip

il6nh gi6

Sii luqmg bni

il{nh giri

CDR MH ttugc

tl6nh gi62

Trgng

so

1. D6nh gi6

qu6 trinh

1.1. D6nh gi6 tinh chuy6n cAn 2 r0%

I.2.D6r.};r gi6 quatrinh I 1 CLOI, CLO2 20%

1.3. D6nh gi5 qu5 trinh 2 1

CLO1, CLO2,

CLO3
20%

2.D{tth gi6
r., .cuol Kv

2.1. Bei danh gi6 cuOi t<1, 1 CLO2, CLO3 50%



Ti0u chi danh

eitl

Thang di6m

Duoi 5 5-du6i7 7 - duoi9 9-10

Mric dQ tham

du theo TKB

SO UuOi ving
4 bu6i

VArrg 3 bu6i YbngI,2
, l.
Duol

Kh6ng vdng

bu6i hgc nio

- E6nh gi62t

a. Hinh thric d6nh gi6: Ghi nhQn qud trinh tham gia hqc tQp.

b. Thoi tli6m, ciich thric thgc hiQn bdi d6nh gi6:

o Thcri di6m: tiit cd cdc buiii hpc cua hpc phdn.

o C6ch thr?c: (l) gidng viAn mdi dich danh sinh viAn trd ldi cdc cdu hdi hay

phdn c6ng gidi quy€t cdc bdi tQp/chti di thdo luQn (tham gia thu d/ng),

(2) sinh viAn hg gidc (xung phong) trd ldi cdc cdu hdi hay tham gia gidi

quyt cdc bdi tQp/chil dA thdo luQn (tham gia chil d|nq)

c. NQi dung, ti5t c6u bdi <16nh gi6 milrc dA tham gia vdo qud trinh hoc tqp tqi

gidng dudng.

d. Ty trqng: j0%

e. Rubric tlanh gi6:

Ti6u chi drinh

ei6

Thang diOm

Duoi 5 5 - duotT 7 - duor9 9-10

Mric dQ tham

gia c6c ho4t

<10ng hqc tflp

Kh6ng bao

gio ph6t bi6u

trong gid hqc

C6 1 l6n ph6t

bi6u dung

hoac gi6i bii
tflp tei lcrp

c6 2,3l6n
ph6t bi6u

dring hoflc gi6i

bii tfp dring

tai lop

C6 tt 4 tdn tro

16n ph6t biOu

dung hoac gi6i

bdi tap dung tai

lcrp

2.1.2. Dinh gi6 qui trinh 1

a. Hinh thtic tl5nh gi6: Bdi ki6m tra cdnhdn - tric nghiQm

b. Thoi tli€m, cdchthric thgc hiQn bdi tl5nh gi6:

o Thdi tti6m sau khi hgc xong chuong 05

o Cdchthric: kidm tra tqi lop

c. NQi dung, t<tit c5u bdi denh gid: 20 cdu trdc nghtQm, m6i cau 0.5 diAm

d. Rubric cilinh girffio{c Ma tr4n tI6:

TOn chtr dO ki6n thric C6c mric dQ nh4n thric T6ng cQng CLO

Mac 2 ftieu) Mtc 3 Mric 4
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(v{n dpng) (phAn

tfch)

Chucrng 01. Crlc kh6i ni6m
,l ).. "tong quan v€ b6o mdt

Sd c6u: 4

SO di6m: 2.0

TilQ:20%

36 cAu: 4

SO di6m: Z.O

Til€:20o/o

CLOl

Chuong 02. Cdc rui ro tiOm

tang

56 cdu: 2

Sd diem: t

TilQ: l0%

56 c6u: 2

SO di6m: t

TilQ l0%

56 cdu: 4

56 diem: Z.O

Til€:20%

CLOl

Chuong 3. Ha tAng vd t<Ct nOi 36 cAu: 4

^A -.A50 drem: I

TilQ:20%

56 cAu: 4

56 di6m: z.o

Tild 20 o/o

CLOl

Chucrng 4. Ki6m tra c6c hoat
. .. 

^oong glao trep

56 c6u: 2

56 diem: t

Ti lQ: 10%

SO cAu: 2

36 di€m: t

TilQ: l0%

56 c6u: 4

56 diem: Z.O

TilQ:20 %

CLO2

Chuong 5. HiQn thuc vdr b6o

tri mang an todn

Sd cdu: 2

56 di6m: t

Ti 16: 10 %

56 cAu: 2

^A -.iso dlem: I

Til€ ljYo

56 cdu: 4

56 diOm: Z.O

Til6:20 o/o

CLOZ

T6ng 56 cAu: 14

^A -,A50 clrem: /

Tild:70%

56 cdu: 6
^i -.i50 drem: J

TilQ 30%

56 c6u: 20

56 <1i6m: 10

Ti lQ: 100%
.;\

.i1

:'l

i(2.1.3. Dfnh gi6 quri trinh 2

a. Hinh thfc tl6nh giri: bdi tap lon

b. Thoi tli6m, ciich thric thyc hi6n bdi d6nh gi6:

o Thoi di6m: tuAn 01-03

o C6ch thric: Gi6ng viOn chia sinh vi0n thdnh ciic nh6m.

c. NQi dung, t6t cAu bdi d6nh gi6:

Cdu h6i NQi dung Mftc t10 CLO Di6m (10d)

1 cioi thieu v6n eC Hi0u CLOl 2

2 Ccv so ly lufn (nAn tang/lf thuytit khoa hgc) Hi6u CLO2 J

a
J Td chric lap luan dC giei quy6t v6n AA Phen

tich

CLO3 J

4 Trinh bdy b6o c6o

(thuyist tdnh + tri loi cdu h6i)

van

dung

CLOl

CLOZ

CLO3

J

d. Rubric dtnh giillhoflc Ma tr4n tl6:
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Ti6u chi dffi gi6
CDR Trong

SO

Thang diOm

Tir 0
-i.den

3,9

Tt 4,0
-:oen

5,4

Tir 5,5
-Aoen

6,9

Tir 7,0
-Aden

8,4

C6u tnic cua tiiSu lufn CLOl t0%

Ti6u

luan

thi6u

m0t

trong hai

phdn:
,lpnan co

so ly

luQn

khoa

hgc liOn

quan;

danh

srich t6c

eie

Ti6u luan

thi6u

pnan t6t
lufln

Ti6u

1u4n

thi6u

phan

danh

mpc tdi

liQu

tham

kh6o,

danh

muc

bAng -

hinh

Ti6u

lu{n

thi6u

muc luc

ts dQng

Ti6u

luan c6

du tAt ca

c6c phdn

theo quy

dinh

Gi6i thieu vAn AA
CLOl

10%

Kh6ng

trinh bdy

du-o. c

tinh c6p

thitit

(tam

quan

trgng)
"tcua van

-lde

Trinh

bdv

kh6ng

tlung v6

tinh c6p

tfriet ltAm

quan

trqng)
,^

cua van
-lde

Trinh

bdy dugc

nhrmg

chua du

vC tinh

c6p thiOt

(tam

quan

trgng)

cua van
-).oe

Trinh

bdy duqc

ve tinh

cdp thitit

(tA*
quan

trgng..)
,^

cua van
-).de nnrmg

chua

thuyi5t

Phuc

ngudi

dQc

PhAn tich

16 rdng,
A-

rat

thuytit
,lpnuc ve

tinh c6p

thi6t

(tam

quan

trong)
,^

cua van
-tde

Co sd ly luan (nOn

ttrrrdly thuy6t khoa

hqc)
CLO2

20%

Kh6ng

sri dgng

lf luQn

khoa

hgc 1i6n

C6 su

dung

ntr.mg

chua

tlfng lf

Trinh

bdy ly
1u0n

khoa hgc

li6n

Su dpng

dfng ly
lufln

khoa hoc

li0n

Su dung

chinh
, A-

xac, rat

thuytit

phuc v€

Tir 8,5

di5n 10
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Ti6u chi danh gi6
CDR Trong

SO

Thang di6m

Tr0
-i,den

3,9

Tt 4,0

d0n

514

Tt 5,5
-Aoen

6,9

Tir 7,0
-Aoen

8,4

Tt 8,5

d6n 10

quan lufn
khoa hoc

1i6n quan

quan,

nt.mg

chua du

sric

thuy6t

Phuc

quan, c6

sric

thuyOt

Phuc

lf luan

khoa hgc

li0n quan

T6 chric hp luqn dC
A. ( -rglal quyet van de

CLO3 20%

Kh6ng

c6logic

trong l4p

1u0n;

thitiu

minh

chimg

L0p 1u0n

con l6ng

16o; minh

chimg

thi6u tfnh

thuytit

phuc

Lflp luan

vd minh

chimg c6

th6 chAp

nhan

duoc

Lap luQn

tucrng

aOi cfr{t

ch€;

minh

chimg

thuytit

Phuc

Lap lufn
ch4t ch6;

minh

chimg

thuytlt

Phuc

Vdn phong khoa hoc CLOl t0%

Hanh
- .r.

van tor

nghia 6

cric ph6n

nQi dung

chinh

Hdnh vdn

Itng

ctng

khitin

cho

ngucri

doc kh6

c6 th6
, .^
tueu nol

dung

Henh

v5n ltrng

ctrng

r*r.mg

ngudi

ooc van

c6 th6
,.4
nreu nol

dung

Hanh

vdn t6t,

d6i khi

co lo1

di6n d4t

Henh

vdn 16

,drg,

m4ch l4c

L6i rt4o van Theo quy tllnh cira CTDT

Hinh thr?c
CLOl

t0%

Khdng

dinh

dang

theo b6t

cf ti6u

chi ndo

c6 r6i:

kh6ng
- ,).

can le,

kh6ng
.,t
mong

nrr6t einrr

dang

doan

vdn, sai

c6l6i:
Kh6ng

dinh

dang

todn vdn

ben,

khdng

th6ng

nh6t font

c6l6i:
thi6u

d6nh s6

tr*g;
thii5u bia

noac

trinh bdy

bia sai

quy dinh

Dinh

dang

dung t6t

cL cdc

ti6u chi
^lyeu cau

'I

il

I
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Ti6u chi d6nh gi6
CDR Trong

SO

Thang di6m

Tt0
-Aoen

3,9

Tir 4,0
-Aoen

5,4

Tt 5,5

d0n

6,9

Tt 7,0
-Aden

8,4

Tt 8,5

d6n 10

kh6 gi6y chir

86o c6o bdi nh6m

(chi chAm cho nh6m

d4t ti6u chuAn AO Uao

crio)

+ Thuvet trinh b6o

cao

CLOl t0%

Kh6ng

th6 b6o

c6o

dugc bdi
,.1
treu luan

86o c6o

bdi k6m

thuytlt

Phuc;

tucrng t5c

chua t6t;

quan lf
thcri gian

chua t5t

86o c6o

bei l6i

cuon,

thuytlt

Phuc;

tucrng

t6c chua

tot; quan

ly thcri

gian

chua t6t

86o c6o

bei l6i

cuon,

thuytit

Phuc;

tucrng t6c

t6t; quin

ly thcri

gian

chua t6t

B6o c6o

bai l6i

cuon,

thuy6t

phuc;

tucmg

t6c t6t;

quan ly

thdi gian

t6t

+ Tri loi cdu h6i CLO2 r0%

Kh6ng

tri lcvi

duo. c

ciic cAu

h6i dat

h6i dfng

Tri loi
oay ou,

16 rdng,

vi thoa

d6ng cho

chi duoi

l/2 cdc

cdu hoi

dat h6i

dung

T16ldi
-xday ou,

rO rdng,

vd th6a

dang tt
ll2 chc

cdu hoi

d?t h6i

dring tro

l6n; c6c

c6u cdn

l4i chua

c6

hudrng

tr6loi

T16ldi

ddy dir,

16 rdng,

vd th6a

dang tu

l12 c6c

c6u h6i

dat h6i

dfng tro

16n; c6c

cdu cdn

l4i c6

huong

trA loi

ch6p

nhan

dugc

Tri l<yi

-loay ou,

rd rdng,

vd th6a

dang cho
,4.
tat ca cac

cdu h6i

dat h6i

tiling

2.2.Dinh gi6 cuiii k)
10



Hinh thrrlc dinh gi Lga chgn

VAn drlp

Tg lu0n

Trdc nghiQm khrich quan x
Tr'ic nghiQm kh6ch quan ktit hqp tU 1uan

ThUc hdnh tr6n m5y tinh
NQp bei kh6ng thuyi5t trinh
NQp bdi c6 thuy€t trinh

Ti6u luan/OO anfUai tQp lcrn (nh6m)
NQp bdi kh6ng thuytit trinh
NQp bdi c6 thuytit trinh

Thdi gian ldm bdi 6Oi ttri6u - tOi da): 60 phtit - 75 philt

MO ta vC ttit c6u d6 thi: 40 cdu hdi triic nghiQm.

MO ta vA ph4m vi nQi dung cria OC ttri: cdc chuong I den 9

Rubric ddnh gi6/ho{c Ma trdn d6:

TOn chu dC ki6n thrlc C6c mric d0 nh6n thirc T6ng c6ng CLO

}y4fic2

(hicu)

Mfc 3

(van dpng)

Mric 4
(phAn

tich)

C6c kh6i niQm t6ng quan vd bao

mat

56 cdu: 4
^a -.4JO Orem:

1.0

Ti 16: 10

%

56 cdu: 4

^a -.^so drem:

1.0

Ti lQ: 10

%

CLOl

C6c rui ro ti6m tdng 56 c6u: 2
^i -.4so dlem:

0.5

Til€:5%

56 cdu: 2
^t -.?so dlem:

0.5

Til€::5%

56 c6u: 2
^i -.4so drem:

0.5

TilE 5o/o

56 cdu: 6
^A -.4so drem:

1.5

TilQ 15%

CLOl

Ha t6ng va k6t nOi 56 c6u: 4

SO diem: t

Ti l0: 10%

56 cdu: 4
^A -.4so dlem:

1.0

Ti lQ: 10

%

CLO2

Ki6m tra c6c ho4t ttQng giao ti6p 56 c6u: 4

56 di6m: t

56 c6u: 4

^^ -.4so fiem:

CLO2

11

- oc ttri do Khoa/BQ mdn quin ly hqc phAn ra dA hoflc trich xuAt tir Ngdn hdng

cdu h6i thiA{gdn hdng de thi cria Trucrng (n6u c6).

- Hinh thric ilSnh giri: (rillnh d6u X lua chgn hinh thfc rt6nh gi6)

Ti6u luflr/d6 6nlbai tQp lon (c6 nhdn)

'I

I



TilQ: l0% 1.0

Ti lQ: 10

%

HiQn thgc vdr b6o tri mang an

todLn

36 c6u: 4

SO ai6m:

1.0

Ti le: l0
%

56 cdu: 4

^A -.4so orem:

1.0

Ti lQ: l0
%

CLO2

Bio m4t m?ng vir m6i trucrng 56 c6u: 2

S6

di6m:0.5

TilQ:5%

56 cdu: 2

^a -.450 orem:

0.5

TilQ:5%

56 cdu: 4
^i -.xso dlem:

1.0

Ti lQ: 10%

CLOZ

Mit m6, c6c phucrng ph6p, vh

c5c chuAn md h6a

56 c6u:4

s6 dicm:

0.5

Ti lQ: 10%

56 cdu: 2

^A -.4so olem:

0.5

TilQ 5%

56 c6u: 6
^i -.4so orem:

1.5

Ti le: 15

%

CLO3

C6c chinh s6ch vd thtr tuc b6o

mat

56 c6u: 4
^A -.4so orem:

1.0

Ti lQ: 10

%

56 cdu: 4

^A -,4so orem:

1.0

Ti lE: 10

%

CLOl

Qutur trf bdo mQt 56 cdu: 4

^i -.4so dlem:

1.0

Ti lQ: 10

%

56 cdu: 4

^a -.4so orem:

1.0

Ti lQ: l0
%

CLO3

T6ng s6 c6u:

-l 
i -.4I ong so Olem:

ri lQ:

20

5.0

s0%

16

4

40%

4

1

r0%

40

10

r00%

Quy dinh v6 viqc sri dpng tdi liQu: duqc su dung tdi li€u.

C5c quy <linh kh6c ve Uai d6nh gi6: kh6ng.

t2



C. NOI DUNG CHI TIET GIANG DAY

Thdi
lugmg
(eid)

NQi dung giing d4y
CDR
MH

Ho4t tlQng

Phucrng phip d4y vi hgc

Bni
dr[nh
gi

Hgc liQu

)(a (d) (e) (f)

3 eHmc 1: cAdrufi NIEM roNG euAN
vE BAO Mar
1.1 Bfro mft thdng tin
1.1.1 C6c khrli niQm

1.1.2 86o mflt vQt ly
1.1.3 86o m$t hoat clOng

1.1.4 Quan ly vd c6c chinh s6ch

1.2 Mgc dich cia bio m$t th6ng tin
1.3 Qui trinh bio mft
1.3.1 Tri6n khai phAn m6m chting virus

1.3.2 HiQn thyc ki6m so6t truy cQp

1.3.3 Chimg thpc

1.3.4 C6c dich W ve cdc giao thtic m4ng

1.4 Phin biQt cic mO hinh bio mflt
r.4.1 Muc <tich thi6t k6

1.4.2 Cric virng b6o mflt

1.4.3 C6c k! thuat

1.4.4 C5c y6u cdu cria doanh nghiQp

CLOI GIANG VIEN:
Gi6i thiQu m6n hgc (chri y: gi6o

trinh, c6ng b6 lich bni t4p vO nha,

giao dA tei bai titiu lufn nh6m).
A -,Giang bdi, vdn d6p v€ c6c kh6i

ni6m co b6n.

Giao sinh vi6n chudn bi bai

Chucrng 2.

Giao bdi t{p vC nhd

SINH VITN:
Nghe gidng, tham gia thdo ludn,

phrit bi6u y kii5n x6y dpg bdi.

Tri ldi cdu hoi cria giang vi6n.

1.1

1.2

1.3

2.1

12)

7 CHIIOI\TG 2: CAC NUI NO TIEM TANG
2.1 Tfnh toin c6c chi6n thu$t tfn c6ng

2.1.1 T6n c6ng truy xu6t

CL02 Giing viGn:

- Trinh bdy c6c rui ro tiOm

tdng.

1.1

1.2

[2] va [3]

l3

(b) (c)



Thdri

lugmg

(eid)
NQi dung giing dpy

CDR
MH

Ho4t tlQng

Phuong phip d4y vi hgc

Bni
dfnh
si

Hgc liQu

(a) (b) (c) (d) (e) (0

2.r.2

2.t.3

2.2

2.2.1

)))
2.2.3

2.2.4

2.2.5

2.3

2.3.t

2.3.2

2.4

2.4.1

2.4.2

2.4.3

2.4.4

2.4.5

2.4.6

fdn iOng ph6n d6i, chinh sria

TAn c6ng tir ch6i dich vr,r (DoS)

C6ctdnc6ng pnO Ui6n

Back-door

Spoofing
Man in the middle

Replay

Doan mflt khdu

Nhiing v6n tld v6 beo m$t TCP/P
Ldm viqc v6i c5c giao thtic
X6c dinh c6c tAn c6ng TCP/P
Cfc chucrng trinh nguy h4i
Virus
Trojan
Logic bomb

Worm
Ransomware

V6n de con ngudi

- Gi6i thiQu bdi thuc hdnh 1, 2

nhim tim hi€u vti c6c chucrng

trinh diet virus th6ng dpng, dia

c6ng cu Hiren, phAn mAm

OphCrack.

Sinh vi0n:
- Lhng nghe, bi6t va hi6u nQi

dung bdi.

- Thyc hdnh bdi thUc hdnh sO

1,2.

1.3

2.t

6 cHtIoNG 3: H{. TANC VA KET NOI
3.1 Bio mft co s& h4 tflng
3.1.1 Cric thdnh phAn phAn cring

3.L2 C6c thdnh phAn phAn m6m

CLO3 Gif,ng vi6n:
-Trinh bdy nQi dung

- Dua ra tinh hu6ng cu th6 md

hinh mang dugc tri€n khai
1.1

t.2

t3l

14



Thdi
lugmg
(eid)

NQi dung giing d4y
CDR
MH

Ho4t tlQng

Phucrng phfp d4y vi hgc

Bni
dinh

gi6t

Hgc liQu

)(a (b) c)( d( ) (e) (0

3.2 Sg khic biQt cria c6c thi6t bi m4ng ndn ting
3.2.1 Tulng hia
3.2.2 Hub

3.2.3 B0 ttinh tuy6n (Router)

3.2.4 BQ chuy6n m4ch (Switch)

3.2.5 Di6m truy c4p kh6ng ddy (Wireless Acess

Point)

3.2.6 Crlc dich vp truy cap tit xa (RAS)

3.2.7 HQ th6ng Telecoms/PBX
3.2.8 Circ mqng ri6ng 6o (VPN)

trong phdng m6y. Qua t16 gi6i
thiQu bdi tQp s6 3

Sinh vi6n:
- lilngnghe, bitit va hitiu. Thpc
hanh bai thUc hdnh 3

1.3

2.t

9 CHTIOI.IG 4: KIEM TRA CAC HOAT DONG
GIAO TIEP
4.1 Ki6m tra m4ng
4.1.1 Nhfln d4ng c6c lu6ng th6ng tin mpng

4.1.2 Quin ly cdc hQ th6ng m?ng

4.2 Cic hQ th5ng phft hiQn xim nh$p
4.2.1 Network-Based IDS
4.2.2 Host-Based IDS

4.2.3 Honey Pot

4.2.4 Drip tmg rlc rdi
4.3 Cnc hQ thiing khdng dfly
4.3.1 Lorp vfln chuyiSn kh6ng ddy an todn

CLO3 Gi6ng vi6n:
- Trinh bdy crlc nQi dung cria

chucrng, gi6i thiQu c5c phAn

mem grii nh4n th6ng tliQp

- Gi6i thiQu th0m v€ c6c c6ng

cr,r ph6t hi6n g6i, ph6n tich tin
hiQu

Sinh vi6n:
- LEng nghe, bitit vd hi6u nQi

dung bdi.

-Thgc hdnh bdi thgc hdnh 4

1.1

1.2

1.3

2.1

[2] va [3]

15



Th0i
luqng
(gid)

NQi dung giing d4y
CDR
MH

Hopt tlQng

Phucrng ph{p d4y vir hgc

Bii
.I6nh

gi6t

Hgc liQu

)(a (b) (c) (d) (e) (0

4 .3 .2 Cdc giao thric kh6n g d6,y IEEE 8 02 . I I x
4.3.3 WEP/WAP

4.4 Crlc tl{c tli6m cria cic phAn m6m gfri nh$n

thdng iliQp

4.s Phit hiQn g6i

4.6 Phfln tich tin hiQu

4.6.1 Foot-printing
4.6.2 Scanning

7 cHrIoNG 5: HrEN THUC VA BAO TRi MANG
AN TOAN
5.1 Tdng quan vd c6c miii de dga cfra m?ng

5.2 Niin ting bf,o m$t
5.3 Cring cii OS vir NOS

5.4 Cf,ng cti cfc thi6t bi m?ng
s.4.t Cflp nhflt phAn m6m diAu khi6n thi6t bi
s.4.2 Cai Aat'.5., hinh bQ dinh tuy6n/bQ chuy€n

m4ch
A,5.5 Cung c6 c6c rfrng dgng

5.5.1 Dich vg web

5.5.2 Dich qr email
5.5.3 Dich vU truy€n nh0n tOp tin
5.5.4 Dich vp t6n miOn

CLOL

)

CLO3

Giing viOn:

- Trinh bdy c6c nQi dung cria

chu0ng

Sinh vi6n:
- Lhng nghe, bii5t va hi6u nQi

dung bai, d{t cdu h6i cho

nhirng nQi dung chua hi6u vd

hudng phSt tri6n.

- Thgc hdnh c4p nhflt cring c6

phAn m€m diAu khi€n thi6t bi,
,^cring cd cdc img dung. ThUc

hdnh bdi thgc hdnh sO 5

1.1

t.2
1.3

2.1

t3l

t6



Th0i
lugng
(gidr)

NQi dung gi6ng dgy
CER
MH

Ho4t tlQng

Phuong phip d4y vdr hgc

Bni
.I6nh
gi{t

Hgc liQu

(a) (b) (c) (d) (e) (f)

5.5.5

5.5.6

C6c dich vp chia sd tflp tin vd m6y in
Dich qr DHCP

5 cHrIor{c 6: BAo MaT MANG VA MOr
TR[IOI{G
6.1 Bio m$t vft tf vir m4ng
6.1.1 HiQn thgc ki6m soSt truy cQp

6.1.2 Tim hi€u t6m ly ngudi dirng

6.1.3 Qu6t m6i trudrng

6.2 K6 ho4ch kinh doanh
6.2.1 Phan tichtflc ctQng an todn trong viQc kinh
doanh

6.2.2 D6nh gi6 rui ro
6.3 Phdt tri5n cfc chinh sich, cic chuin vir cic
hurfnrg d6n
6.3.1 HiQn thgc c6c chinh s6ch

6.3.2 C6c chuAn t<6t frqrp

6.3.3 MQt sO huong d6n

6.4 Phfln lo4i thdng tin
6.4.1 Th6ng tin chung

6.4.2 Thdng tin c6 nhdn

6.4.3 Vai trd trong quy trinh an todn

6.4.4 Ki6m so6t truy cQp th6ng tin

CLO2

)

CLO3

Giing vi0n: trinh bay c6c nQi

dung cria chuong

Sinh vi6n: lSng nghe, bi6t vd
, 'Anleu nor oung Dal

l.l
t.2
2.1

l2l

t7



Thtri
luqng
(gidr)

NQi dung giing d4y
CDR
MH

HoSt ilQng

Phuong ph{p d4y vir hgc

Bni
dfnh
giit

Hgc liQu

(a) (b) (c) (d) (e) (0

6 cnuolgT: ru4r uA, cAc PHII0NG PHAP,
VA CAC CHUAN MA HOA
7.1 TOng quan vd m$t mii
7.1.1 Tim hi6u mdh6avQtly
7.1.2 Tim hi6u mE h6a toiin hgc

7.1.3 Tim hi6u mE h6a lugng tri
7.2 Cic thu$t giii mfl h6a

7.2.1 Hashing

7.2.2 C6c thupt giii md h6a t16i xung

7.2.3 C6c thuflt gi6i m5 h6ablrt dOi xtmg

7.3 Cic v6n tld sfr drlng hQ thiing mi h6a

7.3.1 86o mflt

7.3.2 Nh6t qurin

7.3.3 X6c thUc

7.3.4 Kh6ng thoiithirc
7.3.5 Ki€m so6t truy cQp

7.4 Ki5n trric h4 tfing kh6a c6ng cQng

7.4.1 Sri dgng chimg thgc quy6n

7.4.2 Hipn thUc c6c chimg chi

7.4.3 Thu h6i c6c chimg chi

7.4.4 Hien thgc c6c mO hinh tin c4y

7.5 Oiii ptrO vrfi c6c t6n cdng mi h6a

CLOI

)

CLO2

)

CLO3

Giing vi6n: trinh bdy c6c nQi

dung cria chucrng

Sinh vi6n: l6ng nghe, bitit vd

hi0u nQi dung bdi

I
1

2

.1

,3

.1

[2] va [3]
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Thdi
luflrg
(eid)

NQi dung giing dqy
CDR
MH

Ho4t tlQng

Phucrng phfp d4y vi hgc

Bni
dinh
gi6

Hgc liQu

(a) (b) (c) (d) (e) (0

7.6

7.6.1

7.6.2

7.6.3

7.6.4

7.6.5

7.7

7.7.t

trung
7.7.2

7.7.3

7.7.4

7.7.5

7.7.6

7.7.7

7.7.8

7.7.9

Cdc chu6n vi cic giao thfc mil h6a

C6c chuAn md h6a cO Oien

x.509
SSL vd TLS

SSH

HTTPS

Quin tri kh6a vdr chu ky thdi gian cria kh6a
So srinh kh6a tQp trung vd kh6a kh6ng tfp

Luu trii vd ph6n ptr6i ttrOa

St dr,rng mO hinh ky quy kh6a

H4n sri dUng kh6a

Thu h6i kh6a

T4m ho6n kh6a

Phpc frOi va luu git kh6a

C6p m6i kh6a

Hriy kh6a

2 CHTIOI{G 8: CAC CHiNH sAcTT vA THU TUC
sAo Mar
8.1 Tfnh liGn tuc cria kinh doanh
8.1.1 Lgi ich
8.1.2 Tfnh s8n c6 cao

CLOl

)

CLO2

)

CLO3

GIANG VIEN:
Gi6ng bdi m6i.
Di6m danh

Hu6ng d6n ldm bdi tfp lcrn

SINH VIt,N:

1.1

1.3

2.1

19

t3l



Thiri
lugnrg

(gid)
NQi dung giing d4y

CDR
MH

HoSt tlQng

Phuong phip d4y vi hgc

Bni
drf,nh

giit
Hgc liQu

(a) (b) (c) (d) (e) (0

8.1.3

8.2

8.2.t

8.2.2

8.3

8.3.1

8.3.2

8.3.3

8.3.4

8.4

8.4.1

8.4.2

8.4.3

Phr,rc h6i sg c6

Cring cii t O trg crlc nhi cung c6p

Cdcbhnth6a thu4n dich vu
xKy quy ma nguon

T4o c6c chfnh sSch vh thfr tgc
Chinh s6ch ngudn nhdn luc
Chinh s6ch kinh doanh

Chfnh s6ch chimg chi

Chinh s6ch r16p imgrhc r6i
Cfrng cii quin tri quydn

Vai tro qu6n tri user vd nh6m

Quy6n t[ng cudng

Quyen ra quytit dinh

Nghe gi6ng, tham gia th6o 1u0n,

ph6t bitiu f ki6n xdy dpg bdi.

- H6i giing vi6n c6c v6n dO v6

bdi t4p l6n vd hoan thanh

2 Cnuolvc q' QUAN rRI BAo MAr
9.1 Cic phip ly vG m6y tinh
9.1 .1 Phucrng ph6p lu4n ctra di6u tra phhp ly
s.1.2 Thi hdnh chu6i li6n d6i

9.1.3 86o vQ chring cri

9.1.4 Thu thflp chimg cri

9.2 Quin tri bio m$t
9.3 Ki6n thrfrc vir gi6o drlc bio mit
9.3.1 Sri dpng truy6n th6ng vd ndng cao nhfln thric

CLOI

CLO2

)

CLO3

GIANG VIEN:
Gi6ng bdi.

Th6ng b6o di6m quri trinh
Thu tflp l6n
SINH VITN:
Nghe gi6ng, tham gia th6o lu6n,

phSt bi6u f ki6n x6y dpg bdi.

-Xem di6m, dO nghi di6u chinh

sai s6t (n6u c6) vd x6c nhfln

diOm.

1.1

1.3

2.1

tJ l
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Thdi
lugng
(gid)

NQi dung giing d4y
CDR
MH

Ho4t ilQng

Phucrng phip d4y vi hgc

Bni
.I6nh

gi6t

Hgc tiQu

(a) (b) (c) (d) (e) (0

9.3.2 Gi6o duc

9.3.3 Di€u le bi mft c6 nhdn vi b6o mpt

- Trao d6i v6i giang vi6n, c6 l6p
v0 c6c nQi dung d5 hqc

rRrIoNG BQ

N Minh Hii

TRI,6NG KH ON

N Minh Hii

NGI.IOI BIEN SOAN

Nguy6n Thanh Hi6n

U TRTIONG

guy6n Dric Trung

Nrt'

orruoiltoilr
rnUi;r,ro

THANH

\@>/'

wroN


