NGAN HANG NHA NUGC VIET NAM CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG DAl HOC NGAN HANG Poc lap - Tw do - Hanh phc
TP. HO CHi MINH

S6:2093/TB-DPHNH Tp. Ho Chi Minh, ngay 2thang 12 ndam 2025

THONG BAO ,
VIv phong ngira cac phwong thic, tha doan lira ddo, bat céc
sinh vién qua mang

Thoi gian qua, trén dia ban TP. H6 Chi Minh lién tuc xay ra cac vu lira dao trén
khong gian mang theo hinh thirc “bit coc online”, tap trung nhdm vao hoc sinh, sinh
vién voi nhiéu tha doan tinh vi, gdy hoang mang du luan. Phan 16n nan nhan sau khi
dugc co quan Cong an giai ciru roi vao khing hoang tim 1y, c6 biéu hién trAm cam, so
hai hodc xin nghi hoc. M6t sé trudng hop phu huynh hoang loan, chuyén tién theo yéu
ciu ctia ddi twong, gdy thiét hai 16n. Trude tinh hinh d6, thuc hién Cong van 6265/PC02-
D2, ngay 26/11/2025 ctia Phong Canh sat hinh sy - Cong an Thanh phd H6 Chi Minh,
Truong Pai hoc Ngan hang TP. HO Chi Minh thong bao tdi toan bd sinh vién ciia Truong
can canh giac vdi cac thu doan Itra dao, chiém doat tai san. Sinh vién can doc k¥ cac ndi

dung chi tiét nhu sau:

I. CAC THU POAN LUA PAO

Céc thu doan Itra dao thuong duoc thé hién dudi cac hinh thire sau:

1. Gia danh Cong an, co' quan nha nudec:

- Budc 1: cudc goi mao danh nhan vién giao hang

Muc dich ké xAu: Thu thap thong tin ¢4 nhan, tao niém tin ban dau.

Hanh vi ké xdu: Goi/Zalo/FB, tu xung 1a shipper/buu dién thong bao “don hang
0 d6ng” hodc qua ting.

Phan &rng nan nhan: To mo, xac nhan thong tin, gui ho tén, sb dién thoai, dia chi,
anh CMND/CCCD.

Hanh déng ngay (cin lam): Khong cung cip anh gidy to; hoi lai kénh chinh thic

ctia don vi giao hang; khong nhan cac link la.
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Bﬁng chirng can lwu: Ghi 4m cudc €01, chup man hinh tin nhén, luu sd dién thoai
lién hé.
- Budc 2: gia danh can by Cong an
Muc dich ké xdu: Gy so va kiém so4t tdm 1y bang quyén lyc “Cong an”.

Hanh vi ké xau: Goi tur so la, xung 1a can bo Cong an, doc ding ho tén, nam sinh,
truong hoc; phat video dung san “cudc lam viéc”, dan ching dac di€ém nhéan dang (not

rudi, seo...), khang dinh nan nhan “lién quan vy an”.
Phén t&rng nan nhan: Hoang loan, c6 gang chirng minh v6 tdi, lam theo chi dan.

Hanh ddng ngay (cin lam): Giit binh tinh, khong cung cip thém thong tin; yéu
cau sb hiéu/don vi va goi lai qua sé dudng ddy chinh thirc ctia Cong an dé xac minh.

Pong thoi thong bao ngay cho ngudi than trong gia dinh dé biét.
Bﬁng chirng can lwu: Ghi am, chyp 4nh man hinh, luu sb goi dén.
- Budc 3: Ep buéc t6i noi ving, ciam lién lac

Muc dich ké xau: C6 12p nan nhan, loai bé kha nang can thiép tur gia dinh hoac

co quan that.

Hanh vi ké xau: Y¢&u cau nan nhan dén khach san/nha nghi dé “lam viéc bao mat”;

cam lién lac, doa bat néu tiét 10.

Phan &ng nan nhan: S¢ hai, tuan theo, tu cach ly trong phong; khdng nghe may

nguoi than.

Hanh dong ngay (can lam): Néu cd thé, thong bao ngay cho gia dinh vi tri; ¢6

gang giit lién lac an toan; ghi nhan tén/dia chi noi duoc yéu cau dén.
Bing chirng can lwu: Tin nhan hen dia diém, dia chi khach san, thoi gian dén.
- Buoc 4: Quay video “kham xét” xam pham riéng tw
Muc dich ké x4u: Tao video nhay cam dung dé uy hiép va tong tién.

Hanh vi ké xau: Bt quay can ndt rudi, vét seo, huéng dan “cong an nit kiém tra”;

ép quay nhirng canh xam pham.

Phan #ng nan nhan: Xau ho, bi ép 1am theo dé “giai thich” hoic “chimg minh”.
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Hanh déng ngay (can 1am): Tuyét d6i khdng quay nhitng canh nhay cam; n6i rd
ban chi hop tac khi ¢ can bo that va gia dinh; ¢b ging quay lai man hinh cudc goi dé

lwu chang ctr (khdng thuc hién yéu cau xam pham)

Bang chirng can lwu: File cudc goilvideo, lich sir cudc goi, anh chup man hinh

hudng dan quay.
- Buwgc 5: Dung kich ban ngp tién diéu tra (téng tién)

Muc dich ké xau: Chiém doat tai san bang cach de doa tam giam/khoi t6 néu

khéng nop phi.

Hanh vi ké xau: Yéu cau nop “phi diéu tra” hodc “phi bao 1anh” bat dau bang mot

khoan (vi du 250 triéu), sau d6 leo thang. Doa tam giam néu khéng nop.
Phan g nan nhan/gia dinh: Lo lang, tim cach vay tién, chuyén khoan voi vang.

Hanh déng ngay (can 1am): Khdng chuyén tién; lién hé kénh chinh thirc caa nha

truong va Cong an dé xac minh; bao cho ngan hang néu da chuyén

Bang chirng can lwu: Gidy to/bién nhan gia, sé tai khoan nguoi nhan, tin nhan/ghi

am de doa.
- Bwgc 6: Quay video “biit céc” givi cho gia dinh, uy hiép tong tién
Muc dich ké xau: Tao ndi kinh hoang cho gia dinh dé ép chuyén tién.

Hanh vi ké xau: Hudéng dan nan nhan quay video gia bi bat cc (troi, la hét, néu
tén b me, yéu cau sé tién) va guri cho gia dinh; kém 161 de doa “chuyén tién ngay hoaic

lam hai”.
Phan tng gia dinh: Hoang loan, voi chuyén tién.

Hanh ddng ngay (can 1am): Gia dinh can binh tinh: goi lai cho con qua sé khac
dé xac minh; dua bang chting toi Cong an; khong chuyén tién ngay, xac minh qua co

quan chtrc nang.

Bang chirng can lwu: Poan video, tin nhan kém yéu cau, lich sir chuyén khoan

(néu d3 chuyén).
- Buwgc 7: Gia dinh chuyén tién - ké xdu cdt lién lac, hdu qud

Muc dich ké xau: Hoan tat chiém doat tai san va tron tranh.
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Hanh vi ké xau: Nhan tién, chan sd, xda lién lac, rit tién.

Phan &ng sau ctng: Nan nhan duoc tim thiy hoang loan; gia dinh mat tién; vu
viéc chi sang t6 khi nha trueong hoac Cong an vao cudc.

Hanh ddng ngay (can lam): Khi phat hién bi lra - bao ngay Céng an, cung cap
moi chiing cir; lién hé ngan hang dé truy vét, néu kip thoi yéu cau phong toéa tai khoan
nhan.

Bang chiéng can lwu: Toan bo lich st giao dich, sb tai khoan nhan, toan bo tin
nhan va video.

2. Dién bién vu viéc theo cic bwéc cu thé Gia mao té chiec cAp hec béng,
chwong trinh du hoc quéc té cho tan sinh vién:

- Buéc 1: Thong bdao “danh sach mat”

Muc dich ké xau: Thu thap va xac thuc théng tin ca nhan; tao niém tin ban dau
bang “thong tin ndi bo”.

Hanh vi ké xau: Lién hé qua Zalo/FB/dién thoai, tu xung can bo Phong Hop tac
Quéc té; thong bao “17 suat hoc bong/danh sach mat”; sir dung théng tin that caa nan
nhan dé ting do tin cay.

Phan ng sau ciing: Nan nhan tin teéng, cung cap thém thdng tin ca nhan va chap
nhan cac hudng dan tiép theo.

Hanh ddng ngay (can lam): Khéng cung cap anh CMND/CCCD hay thong tin
nhay cam; hoi lai kénh chinh thirc caa nha truong; béo cho phu huynh/truong vé cudc
lién hé la.

Bang ching can hru: Chyp man hinh tin nhan, ghi &m cudc goi, luu sd dién
thoai/ID Zalo/Facebook, luu céc file ddi tuong gii.

- Bwoc 2: Tao long tin va khoi goi 10ng tham

Muc dich ké xau: Kich thich ham muébn dugc hudng uu dai, khién nan nhan chu
dong hop tac tai chinh.

Hanh vi ké xau: Nhan manh “it suat, danh sach mat, chi danh cho wu tG”; hira giir

suit néu nop phi bao luu vai s6 tién 16n.
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Phan @&ng sau cung: Nan nhan lo so mat co hoi, quyét tam nop tién dé bao dam

SUAL.

Hanh ddng ngay (can lam): Binh tinh x4c minh qua phong Cong tac HSSV hoic
Phong Hop tac Quéc té chinh thirc; khong chuyén tién ngay.

Bang chieng can lwu: Tin nhin/gidy to hta hen, huéng dan chuyén tién, noi dung

trao doi.
- Bwgc 3: Yéu cau chuyén tién lan 1

Muc dich ké xau: Thu tién lan dau, hop thuc hoa long tin bang “ghi nhan” da vao

danh sach.

Hanh vi ké xau: Gui huéng dan chuyén khoan vao tai khoan ca nhan/vi dién ti

(goi 1a “tai khoan Ky quy™); giri thu moi, danh sach 17 tén, con dau/ chit ky gia.

Phan &ng sau cung: Nan nhan chuyén tién va tin rang da duoc ghi danh chinh

thuec.

Hanh déng ngay (can lam): Trudc khi chuyén, xac minh sb tai khoan véi nha

truong; néu da chuyén — luu bién lai, lién hé ngan hang va cong an ngay.

Bang chieng can lwu: Bién lai chuyén tién, sé tai khoan nhan, noi dung thu moi/

danh sach gia, lich su chat.

- Bugc 4: Pwa ra yéu cdu mdi

Muc dich ké xau: Tao 4p luc tai chinh Ion, 16i kéo nan nhan/gia dinh vao vong
téng tién lién tuc.

Hanh vi ké xau: Thong béo can ching minh tai chinh véi sb tién dé hoan tat tha
tuc; hira hoan tra va cung cap “bién ban/giay to dam bao”.

Phan #ng sau ctng: Nan nhan lo lang, cam thay bi dén vao chan tuong; tim céch
vay muon, Cau ciru gia dinh.

Hanh ddng ngay (can lam): Tuyét ddi khong chuyén thém; yéu cau kiém tra xac
thuc gidy to qua kénh chinh thuc; béo cong an khi yéu cau bat hop phép.

Bang chirng can lwu: Moi van ban, email, bién ban gia, sb tai khoan mai, 16i cam

két bang tin nhan/ghi am.
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- Buwgc 5: Dung hé so va hop thirc hoa gidy to

Muc dich ké xau: Tang do tin cay bang bang chimg “chinh quy” gia, giam nghi

ngo cua nan nhan.

Hanh vi ké xau: Guri file PDF, vin ban c6 logo/con dau/chit ky gia; st dung email

c6 domain gan giéng trudng; bién minh quy trinh 1a “bat budc, ndi bo”.
Phan #ng sau cing: Nan nhan tin tudng hon, chap nhan yéu cau tiép theo.

Hanh @dng ngay (can 1am): So sanh hd so véi mau chinh thic caa truong; goi
dién vao sb hotline cua trudng dé xac minh; khdng tin email/sé dién thoai do bén la cung
cap.

Bang chieng cin hru: File PDF, header email, metadata file, dia chi email guri, ban
in giay to gia.

- Bwéc 6: Gia ting dp luc khi ngn nhan khong cé tién

Muc dich ké xau: Ap dung chién thuat de doa tam 1y dé budc nan nhan hoic gia
dinh phai nop tién.

Hanh vi ké xau: Doa mat suat, bi loai, bi xir Iy phap 1y; dé nghi “phuong an thay thé”
la yéu cau nan nhan ty quay video gia bi giam/bat coc dé gui cho gia dinh.

Phan &ng sau cting: Nan nhan chiju ap luc, lam theo huéng dan (quay video, t6 ra

chiu dung) hoac cé tim tién.

Hanh ddng ngay (can lam): Khéng lam theo yéu cau quay video; lién hé gia dinh

va cong an that; ghi lai ni dung de doa; gitt binh tinh.

Bang chirng can lwu: Tin nhin de doa, hudng dan quay video, thoi gian/géc quay,
sb lién hé ké xau.

- Bwdc 7: Diing video dé uy hiép tir dé tong tién gia dinh

Muc dich ké xau: Gay hoang loan cho gia dinh dé ép chuyén tién lap téc.

Hanh vi ké xau: Guri video (do nan nhan quay) cho cha me, kém 1oi de doa

“chuyén tién ngay néu khong s& 1am hai/dwa ra nudc ngoai”.
Phan ng sau cuing: Gia dinh hoang so, voi chuyén tién hodc lam theo yéu cau.

Hanh ddng ngay (can lam): Gia dinh can goi lai con bang s dién thoai khac dé
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kiém tra thuc té; bdo cong an, khdng chuyén tién ngay; dwa bang ching dén co quan

chirc nang.

Bang chieng céan lwu: Video, tin nhan tdng tién, sé tai khoan yéu cau chuyén, lich

str CuUgC goi.
- Bugc 8: Két thic chiém dogt va tron tranh
Muc dich ké xau: Hoan tat chiém doat tai san roi x6a dau vét, trén tranh truy to.

Hanh vi ké xdu: Nhan tién, chin s6, x6a tai khoan, rat tién; co thé tiép tuc yéu cau
thém néu con duong lién lac.
Phan #ng sau cung: Nan nhan hoang loan, gia dinh mat tién; vu viéc chi sang to

khi nha truong hoac Cong an xac minh.

Hanh déng ngay (can lam): Ngay lap tac bdo Céng an, cung cip toan bo bang
chung; lién hé ngan hang yéu cau phong téa/tim tién; nha truong phat théng bao canh

bao cong dong.

Bang chirng cin lwu: Toan bo lich sir chuyén khoan, s tai khoan nhan, tin nhan,
email, ban in gidy to gia, ghi &m cudc goi.

Il. NHUNG VIEC SINH VIEN CAN LAM

1. Sinh vién phai doc hét cac noi dung vé thi doan lira ddo ndi trén va xac nhan
da doc k¥ nhiing ndi dung nay.

2. Sinh vién giri thong bao nay téi phu huynh dé phu huynh cung doc, sau do,
sinh vién x4c nhan 1a da gui cho phu huynh va phy huynh da doc k¥ thong bao trén.

3. Link dé xac nhan (sinh vién ding email Truong cip dé xac nhan):

https://docs.google.com/forms/d/e/1FAIpQLSeEOrfPhNfvwLw96 wg0-
FggqCfyYJVDWF9epzWK9PogeBLonQ/viewform?usp=publish-editor

I11. THONG TIN LIEN HE

- Théng tin chinh thirc: Moi théng tin chinh thic ctia Nha truong déu duoc
dang tai trén website cia Truong (https://hub.edu.vn/) va cong thong tin sinh vién
(https://online.hub.edu.vn/).



https://docs.google.com/forms/d/e/1FAIpQLSeEOrfPhNfvwLw96_wg0-FqqCfyYJVDWF9epzWK9PogeBLonQ/viewform?usp=publish-editor
https://docs.google.com/forms/d/e/1FAIpQLSeEOrfPhNfvwLw96_wg0-FqqCfyYJVDWF9epzWK9PogeBLonQ/viewform?usp=publish-editor
https://hub.edu.vn/
https://online.hub.edu.vn/
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- Nop hoc phi: Sinh vién chi thuc hién dong hoc phi va cac khoan phi khac theo
théng bdo cia Nha truong dugc ding tai tai website Truong theo duong dan:
https://hub.edu.vn/thong-bao.

- Lién hé: Trong trudng hop can thiét, sinh vién va phu huynh cd thé lién hé véi

Truong qua s dién thoai cua cac don vi duoc liét ké tai day.

- Khi phét hién hoic nghi ngo trudng hop “bit coc online”, sinh vién, hoc vién,
phu huynh sinh vién, hoc vién c6 thé goi truc tiép dén sé dién thoai 0693.187.200 (PC02
- Phong Canh sat hinh sy Cong an TP.HCM) hoac 028.3821.7080 (Poi 2, Phong Canh
sat hinh sy Céng an TP.HCM) dé duoc hd tro kip thoi.

Tran trong./.

Noinhan: . TL. HIEU TRUONG
2o Siam Moy \as o) KT. GI C TRUNG TAM SV&QHDN
~Cic don vi (¢ thong béo); i 1 PHG GIAM BOC
- Sinh vién, hoc vién; //4_,{_)/:’_‘” " PE
- Phu huynh SV, HV; /13‘*;'"
- Luu: TTSV&QHDN, VP, (e
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Mng Thi Tuyén
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